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O6yyeHus — UMNO "Kubep Akademusn”:

HanmeHoBaHMe Ha OGV‘-IEHVIGTO

IP 001: NHPopMaLUMOHHA CUTYPHOCT

IP 002: KubepcurypHocT, BbB Bpb3Ka CbC 3aKOHA 3a KubepcurypHocT

IP 003: 3awmTa Ha KPUTMYHA MHPPACTPYKTYPA U KPUTUYHU CUCTEMM 33 KOHTPO

IP 004: ETMYHO XaKepCTBO M NPOMNOPLMOHAIHM MEPKM 3a 3aLUnUTa

IP 005: Jobpyu NpaKTUKK 3a NOBMLIABaHE HMBOTO Ha 3alUMTa B KOPNopaTUBHA MHOPACTPYKTypa

IP 006: MpakTn4ecko NpuaoKeHne Ha UHGOPMaLMOHHATA CUTYPHOCT

IP 007: Cny:kuten no mpexosa U MHGOPMALIMOHHA CUTYPHOCT

IP 008: MHaycTpuanHa KnbepcurypHocT

IP 009: NHAaycTpHnanHa curypHocT

IP 010: Hapeaba 3a MMHMMaNHM U3NCKBAHUA NO MPEeXoBa U MHGOPMaLIMOHHA CUTYPHOCT

IP 011: ABMUHUCTPUPAHE Ha KOMMNIOTbPHM Mpeku ¢ MikroTik

IP 012: AurntaneH mapKeTuHr

IP 013: MepKu cpeLLy u3nmpaHe Ha napu

IP 014: OnTUMM3aumA Ha caliToBe

IP 015: Pa3zno3HaBaHe Ha ¢anwmBmUTE HOBMHM

IP 016: Pa3wmpeHo agmMm1UHUCTpUpPaHe Ha MHPOPMaLMOHHA MHPPACTPYKTYpa

IP 017: Chief information security officer (CISO). ENISA

IP 018: Kubep aunnomauus

IP 019: ApxuTeKTypa 3a KubepcurypHoct

IP 020: U3rpasxkaaHe Ha Security Operation Center /SOC/

IP 021: Smart Grids

IP 022: Smart City

IP 024: ETMY4HO XaKepCTBO M NPONOPLMOHANHN MEPKM 3a 3awmTa - extented

IP 025: KubepcurypHocT 3a pbKoBOANUTENN HA CybeKTH

IP 026: AHanu3 Ha mpexoBuaTt Tpadmk ¢ WIRESHARK

IP 027: Cneumanumsunpat Kypc 3a ,ATb*XHOCTHU IMUA MO 3AWNTA HA TUYHUTE JAHHW (DPO)”

computer-aided network analysis (CANA) tools and techniques/

IP 028: BbBeaeHWe B pa3y3HaBaHETO Ypes3 OTKPUTM M3TOYHULUM Ha MHPopmaLma /opensource intelligence (OSINT) and

IP 029: Knubep xurneHa

IP 030: U3rpaxkgaHe Ha cuctema 3a NpeBeHuMA Ha Kopynuua n usmamm

IP 031: KubepcurypHocT 3a pbKOBOAUTENN HA CHLLECTBEHWN U BaXKHU CyHeKTU

IP 032: MNpeacTosawm NpomMeHun B 3aKOHBT 3a KubepcurypHocT
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O6yueHus — BoeHHa Akademus “T. C. PakoscKku”:

HaumeHoBaHue Ha obyuyeHuneTo

IP 002: KubepcurypHocT, BbB Bpb3Ka CbC 3aKOHa 3a KnbepcurypHoct

IP 007: Cnyxunten no mpexxosa U MHGOPMALIMOHHA CUTYPHOCT

IP 017a: Chief information security officer (CISO). ENISA

MS - ApXUTEKT No KubepcurypHocT

AamuHucTpupaHe Ha Windows 11 B KopnopaTuBHa cpea

AamuHuctpmupaHe Ha Windows Server 2019

3awmTa Ha Microsoft Windows nHdopmaumnoHHa cpeaa

Maket 06yyeHns no KUBEPCUTYPHOCT

VA. 01 - YnpaBneHve 1 agMUHUCTPUPaHE Ha MHGOPMALMOHHN CUCTEMM

VA. 02 - UHPOPMALMOHHA CUTYPHOCT - NOBMLIABaHE Ha HUBOTO HA CUTYPHOCT B UHPOPMALLMOHHUTE CUCTEMM

VA. 03 - ETU4HO XaKepCTBO M NPOMNOPLMOHAIHN MEPKU 3a 3aLluuTa

VA. 04 - Pamku un ctaHgaptm - ISO, NIST

VA. 05 - PascneagaHe, pa3y3HaBaHe 1 Npoy4ysBaHe

VA. 06 - Cuctema 3a KubepcurypHocT

VA. 07 - Kubep xurneHa, Kubep Kyntypa u knbep ocb3HaTocT

VA. 08 - YnpaBieHue Ha KubepcurypHoct

ENISA. Roles. EUROPEAN CYBERSECURITY SKILLS FRAMEWORK (ECSF)

CnyxuTen no nHbopmaumoHHa curypHoct - CHIEF INFORMATION SECURITY OFFICER (CISO)

ApxuTeKT no KmbepcurypHoct - CYBERSECURITY ARCHITECT

CBUAETENCTBO 3A NPO®ECUOHATHO-KBAZIM®UKALLIMOHHA CTENEH NO CNELWMANHOCT ,,KUBEPCUTYPHOCT”
- 2cemecTtbpa

Ob6yuyeHus — MOH: MosuwaeaHe Keanugpukayuama Ha nedazo2udeckume cneyuaaucmu

HanmeHoBaHue Ha 06yqe|-mero

YWH 64980001: MNpeBeHUMA 1 NPOTUBOAENCTBUE HA NPECTBIHOCT CpeLly Aeua

YWH 64980002: NMpoTnBOAENCTBME HA NPECTbNAEHNATA B UHTEPHET-NPOCTUTYLIUA, U3HYABAHE, OTB/INYAHE,
HapKOpa3NpoCTPaHEeHNe 1 TEPOPU3bBM

YWH 64980003: MHPOPMAUMOHHA CUTYPHOCT

YWH 64980004: AgpMmuHucTpmpaHe Ha Microsoft nHpopmaumnoHHa cpeaa
YWH 64980006: PaboTa c Microsoft Office - Word, Excel n PowerPoint

YWH 64980007: AGMUHUCTPUpPaHe Ha obnayHa cpeaa

O6yyeHus — LUMNO “Kubep Akademusna” — npogpecuu

41501 AZMWHUCTPATUBHM U 0dUC AeHOCTH | CMK

41602 EneKkTpoHHa TbproBmA, MapKeTUHT 1 peKkaama I CMK

41602 EneKkTpoOHHa TbProBuA, MapKeTUHT U peKknama II CNK

103202 KubepcurypHocT Il CMK
CmaHdapmu

HanmeHoBaHue Ha obyvyeHueTo

ISO 27001:2022 — BogeLm ogMTOpU Ha CUCTEMMU 33 YNpaBaeHne Ha MHGOPMALLMOHHATA CUTYPHOCT

ISO 27001:2022 — BbTpelwHM oagutopun Ha CucTemu 3a ynpaBieHre Ha MHGOPMaLIMOHHaTa CUTYPHOCT

BbBeaeHue B ISO 27001:2022 - YnpasneHne Ha MHGOPMaLMOHHATa CUIYPHOCT
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CUTYPHOCT
ISO 27001:2022 — Lead Implementors
ISO 20000-1:2018 - BbTpelHn oguTOpU HA CMCTEeMM 3a ynpasaeHue Ha IT ycayrute

ISO/IEC 20000-1 - Bogelun ogutopu Ha CucTemm 3a ynpasneHne Ha MHGOPMaLMOHHUTE TEXHONOTMN M ynpaB/eHue
Ha ycnyrm

ISO 22301:2012 - BbTpelHM 04MTOPM Ha CUCTEMM 3@ YNPaB/IEHNE HA HENPEKbCHATOCTTa Ha AeMHOCTTa

ISO 22301:2013 — BogeLm oaMTOPU Ha CUCTEMMU 3a YNpaB/ieHWEe Ha HENPEKbCHATOCTTA Ha AeNHOCTTa

ISO/IEC 27701: CucTema 3a ynpasaeHMe Ha HEMPUKOCHOBEHOCTTa Ha MHpOopMaLMATa

ISO 50001 - BbTpeluHn oguTopm Ha CUCTEMM 33 YNPaBAEHNE HA eHepruaTa

ISO 50001:2011 - Bogeuwu oguTopm Ha CUCTEMU 33 EHEPrUIMHO ynpaB/ieHue

ITIL

HaumeHoBaHue Ha o6yyeHneTo

ITIL v3 foundation
ITIL Service Operations
ITIL Continual Service Improvement

MikroTik

HanmeHoBaHue Ha obyyeHueTo
MikroTik Certified Security Engineer - MTCSE
MikroTik Certified User Management Engineer - MTCUME
MikroTik Certified Traffic Control Engineer - MTCTCE
MikroTik Certified Routing Engineer - MTCRE
MikroTik Certified IPv6 Engineer - MTCIPV6E
MikroTik Certified Inter-networking Engineer MTCINE
MikroTik Certified Wireless Engineer - MTCWE
MikroTik Certified Network Associate - MTCNA

CISCO - CCNA

HanmeHoBaHue Ha obyyeHueTo
CCNA Training (Cisco Certified Network Associate)
Interconnecting Cisco Networking Devices Part 1
Interconnecting Cisco Networking Devices Part 2
CCNA Security Training
CCNA Voice Training
CCNA Wireless Certification
CCNA Service Provider Training
CCNA Data Center Training
CCNA Collaboration Training
CCNA Cloud Training
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CISCO - CCNP

HaumeHoBaHue Ha obyueHueTo
CCNP Training (Cisco Certified Network Professional)
CCNP Security Training
CCNP Wireless Training
Introduction To GNS3 Training
Cisco Packet Tracer Training

IPv6 Basics

Introduction To Cisco Programmability Training

EHepeuliHa EdpekmusHocm

HaumeHoBaHue Ha 06y-|e|-me'ro
HAPEABA Ne E-P1-04-2 oT 16 gekemBpu 2022 r. 3a obcneaBaHe 3a eHepruiiHa edeKTUBHOCT,
cepTUdULMpPaHe N OLEHKA Ha EHEPTMMHUTE CNECTABAHMA Ha Crpaam
HAPEABA Ne P1-02-20-3 oT 9 HoemBpu 2022 r. 32 TEXHUYECKUTE U3UCKBAHUA KbM EHEPTUIAHUTE
XapaKTePUCTMKKN Ha crpaam
OB. HAPEQBA Ne E-P[1-04-3 Hapeaba 3a usmeHeHue 1 gonbaHeHne Ha Hapeaba Ne E-P-04-3 o1 4 mau
2016 r. 33 AONYCTUMMUTE MEPKM 33 OCHLLECTBABAHE HAEHEPTUIMHWN CNECTABAHWUSA B KPaitHOTO noTpebaeHue,
HaUYMHWUTE HA AOKa3BaHe Ha NOCTUIHATUTE eHEPrUAHM CNecTABaHMUA

O6yueHus - Microsoft

HaumeHoBaHue Ha o6y4yeHneTo
SC-100TOOA: Microsoft Cybersecurity Architect
SC-200TOOA: Microsoft Security Operations Analyst
SC-300TOOA: Microsoft Identity and Access Administrator
SC-400TOOA: Microsoft Information Protection Administrator

SC-900TOOA: Microsoft Security, Compliance, and Identity Fundamentals

AZ-800TOOA: Administering Windows Server Hybrid Core Infrastructure
AZ-801TOO0A: Configuring Windows Server Hybrid Advanced Services
WS-011T0OOA: Windows Server 2019 Administration

WS-012T0OOA: Windows Server 2019 Hybrid and Azure laaS
WS-013TOOA: Azure Stack HCI

20740C: Installation Storage and Compute with Windows Server 2016
20741B: Networking with Windows Server 2016

20742B: Identity with Windows Server 2016

20743C: Upgrading Your Skills to MCSA Windows Server 2016
20744C: Securing Windows Server 2016

20410D: Installing and Configuring Windows Server 2012

20411D: Administering Windows Server 2012

20412D: Configuring Advanced Windows Server 2012 Services
20413C: Designing and Implementing a Server Infrastructure
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20414cC: Impler;é\rﬁi’ng an Advanced Server Infrastructure
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20417D: Upgrading Your Skills to MCSA Windows Server 2012

MD-100TO0A: Windows Client

MD-101TOOA: Managing Modern Desktops

10982E: Supporting and Troubleshooting Windows 10

20339-1A: Planning and Administering SharePoint 2016

20339-2A: Advanced Technologies of SharePoint 2016

20345-1B: Administering Microsoft Exchange Server 2016

20345-2B: Designing and Deploying Microsoft Exchange Server 2016/2019

Al-102TOOA:

Designing and Implementing a Microsoft Azure Al Solution

Al-900TOOA:

Microsoft Azure Al Fundamentals

AZ-040TOOA:

Automating Administration with PowerShell

AZ-104TOOA:

Microsoft Azure Administrator

AZ-120TOOA:

Planning and Administering Microsoft Azure for SAP Workloads

AZ-140TOOA:

Trainer Files: Configuring and Operating Microsoft Azure Virtual Desktop

AZ-204TOOA

: Trainer Files: Developing solutions for Microsoft Azure

AZ-220TOOA:

Microsoft Azure loT Developer

AZ-305TOOA:

Designing Microsoft Azure Infrastructure Solutions

AZ-400TOOA:

Designing and Implementing Microsoft DevOps solutions

AZ-700TOOA:

Designing and Implementing Microsoft Azure Networking Solutions

AZ-900TOOA:

Microsoft Azure Fundamentals

DP-900TO0A:

Microsoft Azure Data Fundamentals

DP-050TO0A:

Migrate SQL workloads to Azure

DP-060TOO0A:

Migrate NoSQL workloads to Azure Cosmos DB

DP-070TOO0A:

Migrate Open Source Data Workloads to Azure

DP-080TO0A:

Querying Data with Microsoft Transact-SQL

DP-090TOO0A:

Implementing a Machine Learning Solution with Microsoft Azure Databricks

DP-100TO1A:

Designing and Implementing a Data Science Solution on Azure

DP-203TOOA:

Data Engineering on Microsoft Azure

DP-300TOOA:

Administering Relational Databases on Microsoft Azure

MS-100TOOA:

Microsoft 365 Identity and Services

MS-101TOOA:

Microsoft 365 Mobility and Security

MS-203TOO0A:

Microsoft 365 Messaging

MS-500TO0A:

Microsoft 365 Security Administration

MS-600TOOA:

Building applications and solutions with Microsoft 365 core services

MS-700TO0A:

Managing Microsoft Teams

MS-720TO0A:

Microsoft Teams Voice Engineer

MS-900TO1A:

Microsoft 365 Fundamentals

MB-210TO1A:

Microsoft Dynamics 365 Sales

MB-220TOO0A:

Microsoft Dynamics 365 Marketing
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MB-230TO1A:

Mmics 365 for Customer Engagement for Customer Service
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MB-240TOO0A:

Microsoft Dynamics 365 Field Service

MB-260TO0A:

Customer Data Platform Specialty

MB-300TOOA:

Microsoft Finance and Operations Core

MB-310TOOA:

Microsoft Dynamics 365 Finance

MB-330TO0A:

Microsoft Dynamics 365 Supply Chain Management

MB-500TO0A:

Microsoft Dynamics 365: Finance and Operations Apps Developer

MB-700TOO0A:

Microsoft Dynamics 365: Finance and Operations Apps Solution Architect

MB-800TO0A:

Microsoft Dynamics 365 Business Central Functional Consultant

MB-910TOO0A:

Microsoft Dynamics 365 Fundamentals (CRM)

MB-920TOO0A:

Microsoft Dynamics 365 Fundamentals (ERP)

PL-100TOOA: Microsoft Power Platform App Maker

PL-200TOOA: Microsoft Power Platform Functional Consultant

PL-300TOOA: Microsoft Power Bl Data Analysis

PL-400TOOA: Microsoft Power Platform Developer

PL-500TOOA: Microsoft Power Automate RPA Developer

PL-600TO0A: Power Platform Solution Architect

PL-900TOOA: Microsoft Power Platform Fundamentals
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