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CnncobK ¢ obyyeHuns
B LleHTbp 3a npodecmoHanHo obyueHue

“Knbep Akapemuna”
/2026 - 2027 r./

O6yueHus no npogecuu Kom HAIMOO

Kopg npodecus ChK
041501 ALMUHUCTPATMBHU N OPUC AENHOCTU | CMK
041602 EneKTpOHHA TbproBma, MapKeTUHT U peknama I CNK
041602 EneKTpOHHA TbproBmA, MapKeTUHT U peKknama 1 CrnK
103202 KnbepcurypHoct 11 CMNK
071403 be3nunoTHWM netatenHu anapatm 1 CMNK
061301 UHTennreHTHM cuctemm 1 CMNK

O6yyeHusa kom AoprcasHa Komucusa no CuzypHocmma Ha UHpopmayuama /QKCU/:

HanmeHoBaHue Ha OGY‘-IEHMETO

DKSI 01: NMbpBOHaYanHO 0byYyeHME MO 3awWuma Ha KaacuguyupaHama uHgpopmayusa - obydyeHneTo
npegHasHavyeHo 3a LA, KOHTO 3aeMaT OTbXKHOCTU UJIM HA KOHTO € Bb3J/I0’KEHO U3MbJIHEHNE Ha
3a4auun/neHoCTH, Hanaralm 4OCTbN A0 KAacuduumpaHa MHGopMaLmMs (C U3KAOYEHNE HA ANbKHOCTTA
,»CNYKUTEN NO CUTYPHOCTTa Ha HbopmauuaTa").

DKSI 02: ObyuyeHune Ha 3aeexcdauwju U 3amMmecmHUK-3aeexr0awju peaucmpamypu 3a KadcugpuyupaHa
uHgopmayus - obyyeHMeTOo e NpeAHa3Ha4YeHo 3a NLA, KOHTO 3aemaT UK ca NpeaBUAEHUN Aa 3aemaT
ONBKHOCTU: 3aBEXAALUN U 3aMeCTHUK-3aBeXAalLM perncTpaTypm 3a knacudumumparHa nHdopmauma nam
CNYXKUTENIN B PErUCTPATYPUTE;

DKSI 03: MHaycTpManHa curypHocCT Ha KnacuduumpaHata MHbopmauma -obyyeHneTo e npegHasHayYeHo 3a
JMLLa CbC CbOTBETHU OTFOBOPHOCTU 8 06/10cmma Ha UHOycmpuaaHama cuzypHocm.

O6yuyeHus — BoeHHuU

Ne HanmeHoBaHue

BHegpABaHe Ha BbTPELUHM NPaBuK/Ia 32 KNOEPCUTYPHOCT B CTPYKTYpPUTE Ha
MuHUcTEpCTBO Ha oTbpaHaTta — 3anosea Ne OX-1002/16.10.2026 .

Mil01

O6yuyeHusa — HayuoHnanHa Cu2ypHocm

Ne HanmeHoBaHue

HaumoHanHwu, esponeiickn u HATO M3MCKBaHMA 3a 3alLMTA HA
KnacuduumpaHata MHGopmauma

NS02 CurypHocTt Ha KMC - 3awmTa Ha MHGOpmMaumAaTa, cuctTemuTe 1 notpebutennte
NSO3 | AkpeguTupaHe Ha To4Ka Ha npucbeTBue: PoP — Point of Presence

NSO1
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ACADEMY "RnGen AKapeMm’

O6yyeHus — Cekmop ,,CuzypHocm*”
Ne HaumeHoBaHue
So1 XnbpuAHWM aTaku 1 3aNNaxm B OXPaHUTENHATA AeMHOCT

O6yueHus no npogpecun “KubepcuzypHocm”

Ne HanmeHoBaHue

CSo01 KnbepcurypHocT - NpeseHuma n OTKpueaHe /cybersecurity and detection/

CS02 YnoTtpeba Ha Al 3a ynpaBneHue Ha Kubepcurypoct

CS03 OcCHOBM Ha KnbepcurypHocT

CSo4 Knbep xurnena

BHeapsBaHe Ha KpunTorpadpCKM MepKu 3a KOHTPO 3a NOBMLLIABAHE CUFYPHOCTTa Ha

CS05
nHpopmaumaTta

CS06 OSINT Intelligence: TbpceHe, aHanns n BepudrKaums

CS07 BbBeaeHve B pa3y3HaBaHETO Ype3 OTKPUTU U3TOYHULM Ha MHPOopMmaLuma /opensource intelligence
(OSINT) and computer-Alded network analysis (CANA) tools and techniques/

CS08 ETWMYHO XaKkepcTBO M NPONOPLMOHANHM MEPKU 33 CUFYPHOCT

CS09 [06pn NPaKTUKK 32 NOBULIABAHE HMBOTO Ha KMBEPCUTYPHOCT B KOPNOPATUBHA MHPPACTPYKTYPa

Cs10 KnbepcurypHocT 3a pbKOBOAUTENN Ha CbLLECTBEHWN U BaXKHM Cy6eKTU — oTroBopHOCTM npu NIS2

cs11 KnbepcmnrypHoCT B MeCTHOTO CaMoyrpaBaeHUe — ynpaBaeHCKN OTTOBOPHOCTM U
OpraHM3auMoHHa YCTOMYMBOCT

CS12 YnpaBneHue Ha KnbepcurypHocT B cektop ,,My6anyHa agmuHucTpauma”

CS13 YnpaBneHue Ha KnbepcurypHocT B CEKTop ,,34paBeonassaHe”

CS14 YnpaBneHue Ha KnbepcurypHocT B cektop , TpaHcnopt”

CS15 YnpaBneHue Ha KnbepcurypHocT B cektop ,Buk”

CS16 KnbepcurypHocT 3a agMUHUCTPATUBHU PbKOBOANUTENN Ha cybeKTH B cbaebHaTa BnacT

CSs17 ENISA. Cnyxuten no mpexkosa n nHbopmaumoHHa curypHoct/Chief information security officer

CS18 ENISA. ApxuTeKkT no KubepcurypHocT

CS19 ENISA. NeHeTpelWwbH TecTep

CS20 ENISA. OguTop no KnubepcurypHocT

CS21 ENISA. MeHUaKbp No pUCK KMbepcurypHocT

MpakTuMyecko obyyeHne 3a NpuBeXKAaHE B CbOTBETCTBME Ha JI0KaNHaTa (on-premises)

CS22
MHbOpMaLUMOHHa cpesla C HOpMATUBHUTE pasnopendu no KMbepcurypHocT

CS23 KnbepcurypHocT BbB Bpb3Ka C HOpMaTUBHUTe pasnopeabu B Penybanka Bbuarapms n EC - NIS1
n NIS2

CS24 Hapeab6a 3a MMHUMA/IHM M3UCKBAHWA MO MPEX0Ba U MHGOPMaLMOHHA curypHocT — MTMC Ne186/2019 .

CS25 KnbepcurypHocT 3a Al areHTH
CS26 AHann3 1 oLeHKa Ha ya3BumocTM — PENETRATION TEST

O6yyeHus no npogpecus “UHmenuzeHmHu cucmemu”

Ne HanmeHoBaHue
AlO1 Al pernameHTt
Al02 OcHOBHO 06y4YeHMe 3a NnpuaobmusaHe Ha Al ymeHus
AlO3 OurutaneH mapkeTtuHr c Al
AlO4 Ourutanen MNP c Al
AlO5 MopobpsaBaHe Ha Pa3nNOCTPAHEHNETO HA Ae3nHPOpPMaALLMA 1 NponoraHaa c Al
AlO6 Pa3nosHaBaHe Ha ¢anwmente HosuHM c Al
AIO7 Cp3paBaHe, ynpaBieHue n opkectupaHe Ha Al areHTu cbe Cursor
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Cb3paBaHe, ynpasneHue n opkectupaHe Ha Al areHTn cbc ChatGPT - chat u desktop

Al09 Cb3gaBaHe, ynpaB/ieHMe n opkecTupaHe Ha Al areHtu cbe Claude - chat, code n cowork
Al10 Cb3gaBaHe u paborta c Al areHTu upes chatgpt - chat u desktop
Alll OnNTMMM3MpPaHe Ha agMUHUCTPATUBHM NPOLLECK B OBLUMHCKMUTE agMUHMCTPaLmu ¢ Al

All12 OntTummnsauma Ha cantose (SEO/GEO) c Al
All13 UN\UX gusaliHep

Ob6yyeHusa no be3nuaomHu AemamenHu anapamu:

Ne HanmeHoBaHue
D1 A1/A3

D2 A2

D3 STS-1

D4 STS-2

O6yyeHusa no Pobomuka — LJIM0 “Kubep Akademusn”:

Ne HaumeHoBaHue
RO1 OcHoBM Ha PoboTuKaTa — nsrpaxaaHe 1 nporpammpaHe Ha mobuneH poboT
RO2 Pa3paboTKa 1 nporpammpaHe Ha MHTE/IUTEHTHU POHOTU3MPAHM CUCTEMMU

O6uwu 0byueHus — LJINMO “Kubep Akademusa”:
HaumeHoBaHue Ha obyyeHueTo

IP 001: UHdOpPMaLIMOHHA CUTYPHOCT

IP 003: 3awuTa Ha KPUTUYHA MHPPACTPYKTYPA U KPUTUYHN CUCTEMM 33 KOHTPON

IP 008: UHgycTpranHa KnbepcurypHocT

IP 009: MHaycTpuanHa curypHocT

IP 011: AAMMHUCTPUPAHE HA KOMMOTbPHU Mpexn ¢ MikroTik

IP 013: MepKku cpelty nsnmpaHe Ha napwu

IP 016: PaswmnpeHo agMUHUCTpMpaHe Ha MHGOPMaLMOHHA MHPPACTPYKTYpa

IP 018: Knbep anniomaumsa

IP 019: ApxUTeKTypa 3a KnbepcurypHoct

IP 020: UsrpakaaHe Ha Security Operation Center /SOC/

IP 021: Smart Grids

IP 022: Smart City

IP 026: AHann3 Ha mpexxoBuAT Tpaduk ¢ WIRESHARK

IP 027: CneumanumsmpaH Kypc 3a ,,JTbKHOCTHU TINUA NO 3AWNTA HA TUYHUTE AAHHU (DPO)”
IP 030: U3rpaxkaaHe Ha cMcTema 3a NpPeBeHLMA Ha Kopynuma u u3smamu

IP 031: MICA - Kpuntosanytu

IP 032: AKTYAZTHWN NPEAN3BUKATE/ICTBA NMPU NPUNATAHE HA HOPMATUBHUTE M3UCKBAHWMA

OTHOCHO AOCTbBMA U YNPABNTEHUETO HA JAHHUTE.BLTPELLHW NMPABUNA, NOJIUTUKK U NPOLEAOYPU
3A BALLNTA HA TNHHUTE JAHHW.
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CvemecmHu obyyeHus c BoeHHa Akademus ”T. C. Pakoecku”:
HaumeHoBaHue Ha 06yyeHneTo
IP 002: KnbepcurypHocCT, BbB Bpb3Ka CbC 3aKOHa 3a KNOBEepCUrypHOCT
IP 007: Cny»uten no mpexxosa U UHPOPMaLMOHHA CUTYPHOCT
IP 017a: Chief information security officer (CISO). ENISA
MS - ApXMTEKT No KMbepcurypHocT
AamuHucTpmpaHe Ha Windows 11 B KopnopaTuBHa cpeaa
AamuHuctpupaHe Ha Windows Server 2025
3awuTa Ha Microsoft Windows nHdopmaumnoHHa cpega
Maket o6y4yeHns no KUBEPCUTYPHOCT
VA. 01 - YnpaBneHue u agMUHUCTPUPaHE Ha UHPOPMALMOHHN CUCTEMM
VA. 02 - "HdOpMaLMOHHA CUTYPHOCT - MOBMLIABaHe Ha HUBOTO Ha CUTYPHOCT B MHOOPMALMOHHUTE
cucTemm
VA. 03 - ETMMHO XaKepCTBO M NPONOPLMUOHAIHM MEPKU 33 3aLMTa
VA. 04 - PamKku 1 ctaHgapTm - ISO, NIST
VA. 05. OSINT - PascneaBaHe, pa3y3HaBaHe 1 Npoy4YBaHe
VA. 06 - Cnuctema 3a KubepcurypHoct
VA. 07 - Kubep xurmneHa, Knbep Kyntypa n Knbep ocb3HaTocTt
VA. 08 - YnpaBsieHMe Ha KubepcurypHocT
ENISA. Roles. EUROPEAN CYBERSECURITY SKILLS FRAMEWORK (ECSF)
Cnyxuten no nHbopmaumoHHa curypHocT - CHIEF INFORMATION SECURITY OFFICER (CISO)
ApxuTeKT no knbepcurypHoct - CYBERSECURITY ARCHITECT
CBUAETEJ/ICTBO 3A NPOPECUOHA/THO-KBATMGUKALIMOHHA CTEMEH NO CNELLUANTHOCT
»KUBEPCUTYPHOCT”
- 2 cemecrbpa

O6yuyeHus — MOH: MosuwaeaHe Keanugpukayuama Ha nedazo2udeckume cneyuaaucmu

HaumeHoBaHue Ha o6yueHuneTo
YWH 96600001: OcHoBM Ha KnbepcurypHocT

YMH 96600002: KnbepcurypHocT 1 KNbepnpecTbnieHmsa — CbLUHOCT U CbBPEMEHHU TEHAEHUUM

YWH 96600003: MNpeBeHUMA Ha KMbep cBbp3aHM NpecTbnieHus, Kubepsawmra U KubepcurypHocT

CmaHdapmu

HanmeHoBaHue Ha obyyeHueTo
ISO 27001:2022 — Bogelm oANTOPU HA CUCTEMM 3a ynpaBaeHne Ha MHPOPMaLIMOHHATa CUTYPHOCT
ISO 27001:2022 — BbTpelwHn oantopm Ha Cnuctemu 3a ynpasseHne Ha MHGOpPMaLMOHHATA CUTypHOCT
BbBeaeHue B ISO 27001:2022 - YnpasneHne Ha UHPOpPMaLMOHHATA CUTYPHOCT
ISO 27001:2022 - MNpexoaeH Kypc 3a OamTtopun/Boaeluy oaMTopmM Ha CMCTEMU 3a ynpaBaeHue Ha
MHGOPMALMOHHATA CUFYPHOCT
ISO 27001:2022 — Lead Implementors
ISO 20000-1:2018 - BbTpeluH oaMTOPU Ha cCUCTeMM 3a ynpasneHue Ha IT ycayrute
ISO/IEC 20000-1 - Bogewm oautopu Ha Cnuctemu 3a ynpasaeHme Ha MHGOPMaLMOHHMUTE TEXHOIOTUN U
ynpasnieHune Ha ycnyru
ISO 22301:2012 - BbTpellHM 0AUTOPM Ha CUCTEMMU 33 YrNpaB/JeHWe Ha HENPEKbCHATOCTTa Ha AeMHOCTTa

ISO 22301:2013 — Bogelm oANTOPM HA CUCTEMM 3@ yNpaBAeHNe HA HENPEKBCHATOCTTA HA AeMHOCTTa
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ISO/IEC 27701: Cuctema 3a ynpas/ieHNe Ha HEMPMKOCHOBEHOCTTa Ha MH$OopMaLMATa

ISO 50001 - BbTpeluHM 0AUTOPU Ha CUCTEMMU 33 YNPaBJEHUE Ha eHeprmaTa

ISO 50001:2011 - Bogewm oantopm Ha CMCTEMM 33 EHEPIUNHO yrNpaBaeHne

ITIL

HanmeHoBaHue Ha obyyeHueTo

ITIL v4 foundation
ITIL Service Operations

ITIL Continual Service Improvement

MikroTik

HanmeHoBaHue Ha obyyeHueTo
MikroTik Certified Security Engineer - MTCSE
MikroTik Certified User Management Engineer - MTCUME
MikroTik Certified Traffic Control Engineer - MTCTCE
MikroTik Certified Routing Engineer - MTCRE
MikroTik Certified IPv6 Engineer - MTCIPV6E
MikroTik Certified Inter-networking Engineer MTCINE
MikroTik Certified Wireless Engineer - MTCWE
MikroTik Certified Network Associate - MTCNA

CISCO - CCNA

HanmeHoBaHue Ha obyuyeHueTo
CCNA TrAlning (Cisco Certified Network Associate)
Interconnecting Cisco Networking Devices Part 1
Interconnecting Cisco Networking Devices Part 2
CCNA Security TrAlning
CCNA Voice TrAlning
CCNA Wireless Certification
CCNA Service Provider TrAlning
CCNA Data Center TrAlning
CCNA Collaboration TrAlning
CCNA Cloud TrAlning
CISCO - CCNP

HanmeHoBaHue Ha obyvyeHueTo
CCNP Training (Cisco Certified Network Professional)
CCNP Security Training
CCNP Wireless Training
Introduction To GNS3 Training
Cisco Packet Tracer Training

IPv6 Basics
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‘ Introduction To Cisco Programmability Training

DETECT

EHepeauliHa EdpekmusHocm

HanmeHoBaHue Ha OGYHGHMETO

HAPEABA Ne E-P1-04-2 ot 16 gekemBpu 2022 r. 3a obcneaBaHe 3a eHepruiiHa edeKTUBHOCT,
cepTuduuMpaHe 1 oLeHKa Ha EHEPIMAHUTE CNecTABaHUA Ha crpagm

HAPEABA Ne P[1-02-20-3 oT 9 HoemBpu 2022 r. 32 TEXHUYECKUTE U3UCKBAHMA KbM EHEPruiiHuUTE
XapaKTEPUCTUKM Ha Crpagm

OB. HAPEABA Ne E-P/1-04-3 Hapeaba 3a nusmeHeHue 1 gonbaHeHne Ha Hapeaba Ne E-P1-04-3 o1 4 maun
2016 r. 33 AONYCTUMMTE MEPKM 3a OCbLLECTBABAHE HAaeHEPIMNHU CNEeCTABaHUA B KpailtHOTO noTpebneHue,
HAaYMHMTE Ha AOKA3BaHE Ha NOCTUrHATUTE EHEePruiMHK CNecTaBaHmA

O6yyeHus - Microsoft

HanmeHoBaHue Ha o6yyeHueTO
SC-100TOOA: Microsoft Cybersecurity Architect
SC-200TOOA: Microsoft Security Operations Analyst
SC-300TOOA: Microsoft Identity and Access Administrator
SC-400TOOA: Microsoft Information Protection Administrator

SC-900TOO0A: Microsoft Security, Compliance, and Identity Fundamentals

AZ-800TOOA: Administering Windows Server Hybrid Core Infrastructure
AZ-801TOO0A: Configuring Windows Server Hybrid Advanced Services
WS-011T0OO0A: Windows Server 2019 Administration

WS-012TOO0A: Windows Server 2019 Hybrid and Azure laa$
WS-013TOOA: Azure Stack HCI

20740C: Installation Storage and Compute with Windows Server 2016
20741B: Networking with Windows Server 2016

20742B: Identity with Windows Server 2016

20743C: Upgrading Your Skills to MCSA Windows Server 2016
20744C: Securing Windows Server 2016

20410D: Installing and Configuring Windows Server 2012

20411D: Administering Windows Server 2012

20412D: Configuring Advanced Windows Server 2012 Services

20413C: Designing and Implementing a Server Infrastructure

20414C: Implementing an Advanced Server Infrastructure
20417D: Upgrading Your Skills to MCSA Windows Server 2012

MD-100TOOA: Windows Client

MD-101TOOA: Managing Modern Desktops

10982E: Supporting and Troubleshooting Windows 10

20339-1A: Planning and Administering SharePoint 2016

20339-2A: Advanced Technologies of SharePoint 2016

20345-1B: Administering Microsoft Exchange Server 2016

20345-2B: Designing and Deploying Microsoft Exchange Server 2016/2019
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Al-102TOOA: Designing and Implementing a Microsoft Azure Al Solution
AI-900TOOA: Microsoft Azure Al Fundamentals
AZ-040TOOA: Automating Administration with PowerShell
AZ-104TOOA: Microsoft Azure Administrator
AZ-120TOO0A: Planning and Administering Microsoft Azure for SAP Workloads
AZ-140TOOA: TrAlner Files: Configuring and Operating Microsoft Azure Virtual Desktop
AZ-204TOOA: TrAlner Files: Developing solutions for Microsoft Azure
AZ-220TOO0A: Microsoft Azure loT Developer
AZ-305TO0A: Designing Microsoft Azure Infrastructure Solutions
AZ-400TOO0A: Designing and Implementing Microsoft DevOps solutions
AZ-700TO0A: Designing and Implementing Microsoft Azure Networking Solutions
AZ-900TOOA: Microsoft Azure Fundamentals
DP-900TOOA: Microsoft Azure Data Fundamentals
DP-050TOOA: Migrate SQL workloads to Azure
DP-060TOOA: Migrate NoSQL workloads to Azure Cosmos DB
DP-070TOOA: Migrate Open Source Data Workloads to Azure
DP-080TOOA: Querying Data with Microsoft Transact-SQL
DP-090TOO0A: Implementing a Machine Learning Solution with Microsoft Azure Databricks
DP-100TO1A: Designing and Implementing a Data Science Solution on Azure
DP-203TOOA: Data Engineering on Microsoft Azure
DP-300TOOA: Administering Relational Databases on Microsoft Azure
MS-100TOOA: Microsoft 365 Identity and Services
MS-101TOOA: Microsoft 365 Mobility and Security
MS-203TOOA: Microsoft 365 Messaging
MS-500TO0A: Microsoft 365 Security Administration
MS-600TOOA: Building applications and solutions with Microsoft 365 core services
MS-700TO0A: Managing Microsoft Teams
MS-720T0O0A: Microsoft Teams Voice Engineer
MS-900T01A: Microsoft 365 Fundamentals
MB-210T01A: Microsoft Dynamics 365 Sales
MB-220TOOA: Microsoft Dynamics 365 Marketing
MB-230T01A: Dynamics 365 for Customer Engagement for Customer Service
MB-240T0OOA: Microsoft Dynamics 365 Field Service
MB-260T0O0OA: Customer Data Platform Specialty
MB-300TOOA: Microsoft Finance and Operations Core
MB-310TOOA: Microsoft Dynamics 365 Finance
MB-330T0O0A: Microsoft Dynamics 365 Supply ChAln Management
MB-500T0O0A: Microsoft Dynamics 365: Finance and Operations Apps Developer
MB-700T0O0A: Microsoft Dynamics 365: Finance and Operations Apps Solution Architect
MB-800TO0A: Microsoft Dynamics 365 Business Central Functional Consultant
MB-910T0O0A: Microsoft Dynamics 365 Fundamentals (CRM)
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MB-920TO0A: I\Msoft Dynamics 365 Fundamentals (ERP) o

PL-100TOOA: Microsoft Power Platform App Maker
PL-200TOOA: Microsoft Power Platform Functional Consultant
PL-300TOOA: Microsoft Power Bl Data Analysis

PL-400TOOA: Microsoft Power Platform Developer
PL-500TO0A: Microsoft Power Automate RPA Developer
PL-600TOOA: Power Platform Solution Architect

PL-900TOOA: Microsoft Power Platform Fundamentals
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